Phishing Text Scams

You can never be too cautious when receiving a text message from anyone
that is not one of your known contacts.

Since the onset of the pandemic, it is more important than ever to use
caution as fraudsters are taking advantage of the influx of online shopping
by impersonating companies like Amazon, Canada Post and PayPal.

The text message will direct the user
to click a link to:

)

(867) 457-5166

Text Message
Yesterday 6:04 PM

e Update/confirm account information

Dear, You have receive an
refund from ROGERS,
please allow 48. Click
here to proceed: http://
noulmail.com/

e Confirm an order that was placed

» Accept a refund for an alleged “overpayment’
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£ Messages iTunes Details

Your iTunes account has been
frozen because we are unable to
validate your information.
Validate your account here:
http://ow.ly/XRbHA to avoid
suspension.

By clicking on the link and entering personal information, the fraudster can
use it to perpetrate a scam. Furthermore, by simply clicking the link, you
may download malicious software to your device without your knowledge or
consent. This malicious software could potentially track everything you do
on your device including your e-mail, social media, and online banking
accounts.



How do | spot a Phishing Text Scam?

e Spelling/grammar errors

e A sense of urgency to respond or something bad will happen

e Company name, email or website will look identical to the legitimate
company’s
Example: www.netfix.com instead of www.netflix.com (missing one letter)

e The situation doesn’'t make sense: you don’t have an account with the
company, you never purchased anything, or you did purchase
something but definitely didn’t overpay

e Hover your mouse (but don’t click!) over the provided link and the
true destination will appear.

Not Canada Post’s email address

Main Post
d to me [~

<force@sharepointmonk.org I 3:49 AM (3 hours ago)

CANADA ! POSTES
POST CANADA

I Dear client, Rob I

We noticed a parcel was left at our office and the address on file keeps showing wrong address.

We hereby advise that you get the receipt of the parcel and venfy the correct address for us to

bring your Eacket to you.
Werify the address to deliver your parcel
Thants!
Canada Post
® 2017 Canada Post Corporati Cﬂnﬂdﬁ

Link to phishing site

-,


http://www.netfix.com/
http://www.netflix.com/

¥ Reply W ReplyAll ~ | *» Forward | More ~
m Netflix <notification+zj462tocfyjc@pausemassagethe..

bject Payment declined

Not from Netflix email address

NETFLIX

Payment declined

If you ever have any doubt about
the legitimacy of a text message,
do a Google search to obtain the
legitimate contact information to Hi,

mq uire dlreCﬂY- We attempted to authorize the Amex card you have
on file but were unable to do so. We will
automatically attempt to charge your card again
within 24-48 hours.

For more information abOUt Update the expiry date and CVV (card verification
scams. fraud preve ntion or to value) for your Amex card as soon as possible so

! you can continue using it with your account.
report a fraud, contact the
Canadian Anti-Fraud Centre toll ( <«— Links to phishing site
free_ at 1_888-495-8501 or visit We're here to help if you need it. Visit the Help
their website Centre for more info or contact us.

www.antifraudcentre-
centreantifraude.ca/
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